Controlled CrossCommunity Data Sharing
C. Wagner
JOANNEUM RESEARCH
Forschungsgesellschaft mbH

Institut für
Informationssysteme
Steyrergasse 17
8010 Graz
Tel +43 316 876 -11 19
Fax +43 316 876 -11 91
iis@joanneum.at
www.joanneum.at/iis

Long Term Goal: Controlled
and transparent Data
Sharing and Data Reuse
Our goal is to support communities in sharing
information and data across application boundaries.
Therefore applications acting as data consumers
must be able to reuse and integrate external data,
applications acting as data providers must make their
data reusable and easy to integrate for third parties
and data owners must be able to control the usage of
their data.

Motivation
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In the emerging context of the Social Semantic Web
data (e. g. personal user data, user generated content,
user’s action stream and user’s social networks) can
be separated from individual Social Web applications
by exposing data, their semantics and their relations in
a machine-interpretable way. Thereby data becomes
easy to integrate across application boundaries.
Consequently data cannot longer be protected by
individual applications which only can protect data as
long as they do not “escape” beyond their boundaries.
Access control and collection limits over individual
data items are insufficient to control data usage when
either the same data are publicly available elsewhere
on the Web or it is possible to infer them from other
data that itself is public [1]. Usage control policies
allow controlling not only who may access which
data, but also how the data may or may not be used
afterwards [2].
In the Semantic Web every simple web site can act as
an API [3] [4] by encoding their data in XHTML / RDFa.
That means data consumers (e. g. mash-ups) must
be aware of the fact that they may also act as data
providers of their aggregated, combined and optionally
enriched data. Therefore data consumers are not only
responsible for not violating policies during the data
aggregation and reuse process, but must also ensure
that they do not compromise policies by re-releasing
data.

Fig. 2: User-driven data reuse of usage restricted, private data

Contribution
Policy exporter for the Social Web
Various tools [4] exist which allow exposing data of
Social Web sites in RDF.
However, policies related with the data being
exported are locked on the applications and are
not disseminated together with the data they
protect. Policy exporter tools will help to overcome
this limitation and make rules of Social Web sites
(e. g. privacy settings defined by users or licenses)
transparent and machine-interpretable by exposing
them in RDF (e. g. ODRL / RDFa [5] ).

Policy- and provenance-aware data
reuse tools
Policy-aware reuse tools will help to improve the data
reuse process by supporting users and applications in
reusing data according to the machine-interpretable

policies related with the data. If a policy language for
usage control (such as EPAL [6] and P3P [7] which
focus on ensuring privacy or such as ODRL [8] which
focus on digital rights management) is mapped to
the description logic fragment of the Web Ontology
Language (OWL-DL) standard OWL-DL reasoners could
be used and integrated into various data reuse and
aggregation tools (e.g. mash-up creation tools such
as SQUIN [9] or DERI Pipes [10] and end-user data
reusing tools such as reblog tools) to check policy
compliance [11] and recommend policies for the
compound work [12].
Furthermore these tools could automatically generate
and expose provenance metadata (data access and
data creation provenance [13] ) during the reuse
process to make the reuse transparent and allow the
assessment of accountability to some set of policies.
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